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Foreword DINSTAR

* This course is mainly:
o Introduce how to check the SBC status
o Introduce the methods of viewing and tracking logs in SBC

o |ntroduce the SBC capture method



Course Objective DINSTAR

Understand the normal operation status of SBC

Be familiar with SBC trace log method

Through this course

you will be able to

M

Know how to capture packets
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Chapter One Status Check 01

1.1 Network port status
1.2 MCU Status

1.3 License Status

1.4 Alarm View

1.5 View trunk status and registration status
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Network Port Status DINSTAR

e Gray :represents unconnected network cable MCUOD

e Red :represents that the negotiated network port

speed is 100Mbps, which may be connected to a @ @ @] @

100Mbps switch GED GE1 GE2 GE3
- - 1000M 1000M 1000M
: network por |
e Green: represents the negotiated network port speed is Full Duplex Full Duplex cull Duplex

1000Mbps



MCU Status

e CPU/Memory : attention should be paid when
exceeding 90% in the long term

o Temperature : Check the temperature of the CPU
on the MCU

e Fan: Check the operating status of the fan

MCU Status

CPU
Flash/App

Flash/Data
Power 0
Fan 0

Fan 2

niv
3892 rpm
8727 ipm

100%
100%
100%

Memaory

Temperature

Power 1:
Fan1:
Fan 3
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13 100%

0ov
7888 rpm
7551 rpm



License Status

e License Status: Check if the status is available

o License Expires : Pay attention to remaining time,
expired requires reauthorization

e Running Time: Check the running time to determine

if the device has restarted

e Note: When SBC8000 call service needs transcoding,

check if the MFU status is green

General

Device Model
Device Mame
Software Version
Version Time
Device SM
Hardware SN
License Status
License Expires
Current Time
Running Time

Active-Standby Status

MFU MFU MFU MFU

E cru Ecru Fomud Fomud
call:o call-o call: call:
Slotd Slot1 Slot2 Slot3
MFU MFU MFU MFU
Eorus Eoru 3 Eoru 3 Eocru 3
Call: Call: Call: Call:
Slota Sloto Slot10 Slot11
MEFU MFU MFU MFU
Ecrul Ecrul Ecrul Ecrul
Call: Call: caill: Call:
Slot16 Slot17 Slot18 Slot19
MFU MFU MFU MFU
Ecrul Ecrul Ecrul Ecrul
call- call- call call
Slot24 Slot25 Slot26 Slot27
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SBEC3000

SBC3000

1.90.4 4psp3

2025-04-03 14:50:54 CST
dc25-0711-5031-0023
Ba77-2337-1429

Valid

17days 17:24:50
2025-04-22 10:57:28

10days 23:25:24

Standby

MFU MFU MFU MFU
::P:l 3 EG:F:I 3 EC:F:I 3 EG:F:I 3
caill: call: call: call:
Slotd Slot5 Slot6 Slot7

MFU MFU MFU MFU
5‘;’:! 3 5‘;’:! 3 §c:’:| 3 5‘;’:! 3
call: Call: call: call:
Slot12 Slot13 Slot14 Slot15

MFU MFU MFU MFU
Ecrnd Ecrn 3 Ecrd Ecrnd
call: Caill: Ccall: call
Siot20 Slot21 Slot22 Siot23

MFU MFU MFU MFU
Ecrnd Eem3 Ecm3 Eem3
call call call call

Slot2s Slot29 Slot30 Slot31



Alarm View DINSTAR

Overview Service Security System  Maintenance

A System Status Calls Statistics General

@ Access Network Status CPS u 200 RPS g 200 Device Model SBC
Peak CPS 0 Peak RPS 0 o N .
# Access Trunk Status . cvice Name
M M Current Calls 0 2000 Registered Users 0 10000

Software Version 190

e Check if the alarm has increased ; st §
Version Time 202¢

« Calls Stat ASR o 100% Total Calls Forwarded 0

alls Siatus

I . | . k Average Successful Call Duration(s) 0 Device SN de2t
e Alarm increase can be clicked to # Reger staus perovers e
MCU Status License Status Valic

£+ Attack List
CPU 100% Memory - 100% License Expires 17d:

. . i
view details @ 517 Account Sialus E 4 100%  Tamperstue [ & &

Flash/Data [ & & 100%

X statistics Running Time 10de
Power 0 niv Power 1: ooV
. Fan 0: 8892 rpm Fan1 7888 rpm Active-Standby Status Stan
A& Monitor Sialus Fan 2 8727 pm Fan3 7551 pm

SyncFile & Administrator: lwx123 Logout®) Languag

Login Log
10 v Search:| Name Type Begin Time End Time Source
Index Username Role Time Login IP Source Description

1 Wwx123 admin 2025-04-22 09°44:02 172287 49°63372 web Login success
2 hwx123 admin 2025-04-22 09°43 51 172287 4963372 web Login failed
3 admin admin 2025-04-22 09:43:28 172.28.7.49:63362 web EXIT
4 admin admin 2025-04-22 09:42:23 172 28.7 49°63369 web Login success
5] yx123 admin 2025-04-21 16:00:55 172.28.56.180:49372 web Login success
6 admin admin 2025-04-15 14:31:28 17223234 100:65098 ch Loginin
7 admin admin 2025-04-1123:4413 172.28 7 49:1357 web Login imeout exit
8 admin admin 2025-04-11 15:43:19 172.28.7.49:58839 web Login success
9 admin admin 2025-04-11 15:43:13 172287 49°58839 web CAPTCHA FAILED

10 admin admin 2025-04-11 11:35:41 172 287 4958602 web Login success



Access Network Status DINSTAR

DINSTAR SBC Overview Service Security Systemm  Maintenance L o 0 AutoRehean oFg| SYme File 2 Administrator : admin  Logout |
H 1 © Llanguage:
e Check if the status is true
Access Network Status Search: Name
A System Status
H H Inbound Calls Outbound Calls
e Check if the registered @ huss Networ
Status Current Current
Name CPS Registered ASR Transcoded Calls Total Calls ASR Transcoded Calls Total Calls

#  Access Trunk

quantity is correct =

«”  Core Trunk

Status

0 1 50 0 0 2 0 0 0 0 n

%,  Calls Status
# Register Status

@ SIP Account
Status

L Statistics
£ Monitor Status

CDR

& Radius server

& SIPantiattack



Access Trunk Status DINSTAR

DINSTAR SBC Overview  Service Security System  Maintenance i o 0 AutoRehesh OFF

e Check if the status is true O Langusge:

Access Trunk Status Search: |Name Sub

A System Status w

e Check if the number of registrations @ poces ewon
Status Current Current
CPS ASR Transcoded Calls Total Calls |Registerd ASR Transcoded Calls Total Calls

SyncFile 4 Adminisirator : admin  Logout |

Name

is correct when registered . poss
Status loop_a2 true 0 100 0 0 4194 0 0 0 0 0 n
" Core Trunk
Status loop_a3 true 0 100 0 0 4194 0 0 0 0 0 n
&, Calls Status
loop_ad true 0 100 0 0 4194 0 0 0 0 0 n
# Register Status
@ <P Account loop_a5 true 0 100 ] 0 4194 ] 0 0 0 0 n
Status
. loop_ab frue 0 100 0 0 4194 0 0 0 0 0 n
L Stafistics
£ Monitor Status loop_aT true 0 100 0 0 4194 0 0 0 0 0 n
E CDR
loop_ad true 0 0 0 0 0 0 0 0 0 0 n
& Radius server
status
loop_a9 true 0 100 0 0 1 0 0 0 0 0 ﬂ
&  SIP anti-atiack
status
loopa_1 true 0 100 0 0 4194 0 0 0 0 0 n



Core Trunk Status DINSTAR

DINSTAR SBC Owverview Service Security System  Maintenance

84127 0 0 B = SyncFile & Administrator : admin  Logout |

e Check if the status is true © Languse Engish v
P — Core Trunk Status Search: Name

e Check if the number of registrations @ ccess otk

Status Current Current
Name CPS ASR Transcoded Calls Total Calls Registerd ASR Transcoded Calls Total Calls

is correct when registered  hecess Tk =

Status uc true 0 0 0 0 2 1 50 0 0 2

+~  Core Trunk

Status

Y. Calls Status
# Register Status

SIP Account
Status

A Statistics

.
r

Monitor Status

CDR

Radius server

g
&

sta

& SIP anti-attack

statie



Register Status DINSTAR

DINSTAR SBC Overview  Service Security System Maintenance gl & 0 AutoRefresh OFF| ~Yne File 2 Administrator : admin Logout |
. . . © language: e
o Display the registration status of S
A  System Status SoistenStane
terminal devices with SBC devices @ rccostowon | (10 v) Sem [usemame e
S Source Destination
H 1 1 & A Trunk Registered Registered
[ J C h e C k If th e Statu S I S regl Ste re d Status e Status |Username Name I:lgelfv::-e IP Addr./NAT Transport Name Ir?t!.lelrs\.lglre IP Addr./NAT Transport
*  Core Trunk : : . : . @
St;tus ore Trunk reg|§tere 2006 E= 3500 172_28_?_49_3291]%!1?2.28.7.49.329 udp e 3600 172.28.5.135:5060/172.28.5.135:50 udp
. Calls Status

#  Register Status

@ SIPAccount
Status

1 Statistics

L

= Monitor Status

CDR

L]

Radius server



SIP Account Status DINSTAR

DINSTAR SBC Overview Service Security System  Maintenance SyncFie 4 Administrator : admin  Logout @

o Display the registration status of SIP —

A Syctem Status SIP Account Status

accounts registered by SBC tO SIP @ Access Network 10w |Search: Status Group Username Endpoint

Total:1
Total Successful Calls:1
S e rve rS Sl’: Access Trunk Index Status Name Username Endpoint Current Concurrency Max Concurrency Times of Use
atus
. . . 1 registered ces 8010 uc 0 1 0
o Check if the status is registered
atus
. Calis Stafus

#  Register Status

SIP Account
Status

L sStafistics

L
Ul

= Monitor Status

CDR




Backup & Restore DINSTAR

Overview  Service Security System  Maintenance Urgent Note! ! !

e Click on System - Backup & Restore,

Select the files that need to be # System Management et

W wep Configuration

backed up and click on 'Backup’ Do
O Network Port Binding no files selected Restore

B2 Port Mapping

[CJService Config ] Certification File [T Network config [ User List Backup

o Select the backup file, click on

Factory Settings
& Static Route

‘restore’, and if the restore is

L user

successful, the SBC will ® bsteaine

automatically restart
& License
W Certificate

® UserBoard
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1  Chapter One Status Check

a Chapter Two View & Track Log

3 Chapter Three Capture



Chapter Two View & Track Log 00

2.1 Login Log

2.2 Operational Log
2.3 Log Management
2.4 Signal Track Log

2.5 Command Line Trace Log
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Login Log

* Application scenarios

1. Suddenly jumping to the login window
during use, users can check here to see if the
same account is logged in at the same time
and where the source is

2. The device has restarted, users can check if it
was caused by someone operating it

Login Log

Search: Name

Username

admin

admin

w123

yx123

w123

w123

admin

admin

123

admin

Role

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

Time

2025-04-23 09:47:40

2025-04-23 09:47:18

2025-04-22 2239

2025-04-22 21594

2025-04-22 09:44:02

2025-04-22 094351

2025-04-22 09:4328

2025-04-2209:42.23

2025-04-21 16:00:55

2025-04-151431:28

DINSTAR

Login IP Source Description
172.28.7.49:20425 web Login success
172.28745:20425 Web Login failed
172.28.7 49:63368 web Login timeout exit

172.28 56.180:49372 web Login fimeout exit
172.28.7 49:63372 web Login success
172.28.7 49.63372 web Login failed
172.28.7 4363362 Web EXIT
172.28.7 49:63369 web Login success

172.26.56.180:49372 web Login success

172.23.234.100:65098 d Loginin



Operational Log DINSTAR

* Application scenarios

Operational Log

' .
The ca ” SUdden Iy doesn t Work’ CheCk If the 10 v Search: Neme Type Begin Time End Time Source @

C O n ﬂ g U ra tl O n h a S b e e n C h a n ge d Index Username Role Time Login IP Source Operation Content
1 admin admin 2025-04-15 14:31:28 17223234 100:65008 i Command startup
2 admin admin 2025-04-11 15:43:47 17228743136 ieb Apply BFDE:
3 admin admin 2025-04-11 15:43:45 172.28.7.43.1363 vieb Add BFDIEEM024:7228.370:472.28.3.80
4 admin admin 2025-04-11 113129 172.28.7.49:58043 e Reboot System
5 admin admin 02501110121 172.28.7.49:58437 ieh Reboot User Board

b admin admin 20250440 01:21:05 1722830 166:49916 il Command s



Log Management

® Direct export : can obtain system logs for
analyzing system abnormalities

® Online tracking: Select the DEBUG level, set
the time, start tracking, and wait for the call
to complete and then export the call log

immediately for tracking

Log Management

Log Record

Level | Waming v

Time |5

Log Export

Export

DINSTAR

min



Signal Track configuration DINSTAR

Signal Track configuration

Enable

Interface eth0 w

Device port 8899

1. SBC: Enable signaling tracking in

Maintenance-Signaling Tracking

Equipment List
delete  Added

Configuration, select the network port, —‘

Device Name  * sbcd000

and configure the port

ip * 1722880200

SN * D36E-C329-8808-9152

2. Signaling tracking tool: Windows, Linux or

Mac, choose the corresponding system to

install, add the device after successful

port * 8899

rrrrrrr

username

inSta”ation password *

Caller «

Being called

3. Strat tracking: Fill in the port set on SBC, =
SBC login account and password




Signal Track Log

1.

2.

Click Stop Tracking to see the log

Click Details to see the specific signaling

process

Equipment Details

Ip 172.28.80.200

SIP signaling

10 v| search:  Caller
Caller source

8006 172.28.80.200:5070
8006 172.28.7.49:24588
8006 172.28.80.200:5070
8006 172.28.7.49:24588
8006 172.28.80.200:5070
8006 172.28.7.49:15182
8006 172.28.80.200:5070
8006 172.28.7.49:15182

SN

Being called

Being called Purpose

8006

8006

8006

8006

8006

8006

8002

8002

172.28.5.135:5060

172.28.80.200:5060

172.28.5.135:5060

172.28.80.200:5060

172.28.5.135:5060

172.28.80.200:5060

172.28.5.135:5060

172.28.80.200:5060

D38E-C329-8608-9152

Start time

2025/4/12315:41:20

2025/4/12315:41:20

2025/4/12315:41:20

2025/4/12315:41:20

2025/4/12315:41:16

2025/412315:41:16

2025/4/12315:39:41

2025/412315:39:41

DINSTAR

acking lra

W Delete all signaling

Call Hang up

End Time duration(s)  party

Details
Details
Details
Details
Details
Details
2025/4/23 15:39:48 3 Being called | Details

2025/4/23 15:39:48 3 Being called | Details

<< 1 = @
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Signal Track Log

172.28.7.49:15182 172.28.80 200:5060 172.28.80 200:5070 172.28.5.135:5060

2025-04-23TO7:41:16.083005961Z L S 21 B M o B SR R0 M

iz e .
2025-04-23TO7:41:16_ 0831875962 REQISTER sip:172.28.5.135:5040 SIP/2.0

1.

2.

Registration signaling process

Call signaling process

-0 002
2025-04-23TO7:41:16. 0853041592

0
2025-04-23TO7: 41:16. 0855326342

SIF/2.0 200 Ok

SIF/2.0 200 OK

172.28.7.49:15182

172.28.80.200:5080

172.28.80.200:5070

172.28.5.135:5060

INVITE sip:8@02@172.25.80.200 SIF/2.9

~ . INVITE sip 8002@172.28.80.20d SIP2.0 Via: SIP/2.8/UDP 172.28.7.49:15182;branch=zShGabK-ds
2025-04-23T0T:29:41 8875993712 7543-@c43ee7ad5601F70-1--GE7543 - rport
o Max-Forwards: 79
2025-04-23T07:30:41 888472552 SIREEORTDOM ¥ Contact: <sip:5006@172.28.7.49:15182>
To: "8002"<slp:B002€172.28.50.200>
=0 . From: <sip:30068172.28.80.200>;tag=2d585506
w o INVITE sip:8002&172.28.5.135:5060 SIP/2.0 £
2025-04-23T0T:29:41.9885650272 Call-ID: NMO@ZWO2NMOINGIWZIExNmEZMFRNMGF iN2Q3N2Umtm
s SIP/2.0 100 T s
2025-04-23T07:39:41 93044951827 - rving CSeq: 1 INVITE
Allow: INVITE, ACK, CANCEL, OPTIONS, EYE, REFER, NOT
+0.135 IFY, MESSAGE, SUSSCRISE, INFO
2025-04-23T07:39:42 1254954517 SIPf2.0 180 Ringing - =
Content-Type: application/sds
< User-Agent: eyeBeam release 1011d stamp 40820
2025-04-23T07:30:42 12565329 SR 0RO ey Content-Length: 333
+3.999
2025-04-23T07:39:46.1247684712 SIEEEIED0IERE
= SIP/2.0 200 OK
2025-04-23TD7:39:46.124999038Z 4
+0.238 g o - - m=audio 35886 RTP/AVP @ 8 18 181
" ACK sip:8002@172.28 80.200:5060:transport=udp SIP/2.0
A DO e B T e i a=alt:1 1 : hKSUyuGp RQcYMpDx 172.28.7.49 358886
-0 a=fmtp:18 annexb=no
A T TS TR ST TR ACK sip:2002@172.22.5.135:5060;transport=u mtp:i101 8-15
tpmap:18 G729/300@
DT T 189;719‘?552 BYE sip:8006@172.28.80.200:5070 SIP/2.0 tpmap:1@1 telephone-event/s28@
- : : endrecv
+0.101 -rtp-session-id:E8D287A89563411AAG838FB35FA654CT
2025-04-23T07:39:48 2903244142 SIRE0 I ORE:
+0
2025-04-23T07:30:428.200352263Z (E5E Ser I S A AR T SRS RS
e SIF/2.0 200 OK
2025-04-23T07:39:48 4225502542 4




Command Line Trace Log DINSTAR

e SBC1000/SBC3000Pro

% PuTTY Configuration ? K
. Category:
1. O p en to o I S | I ke P u tty, en te r th S = S:essinn Basic options for your PuTTY session
SBC IP and select ssh e[ e
- Keyboard =
) el /17228380 E |
2. After opening, enter the SBC - Features Connection ype:
- Window (JRaw (O Telnet ) Rlogin |®5SH () Senal
I Og' N account an d p dSSWoO rd }‘«.ppearance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
3. Enter the “enable”, “trace all”, and - Selecton | |
c ""Cc'l':'!"m Default Settings | Load
“ada” commands in sequence to e
e Save
track the log Tehet
- Rlogin
g 55H
""" Sera Close window on exit:
O Mwayz (O Never  (®) Ol on clean exit

About Help Open Cancel




Command Line Trace Log DINSTAR

e SBC8000

B2 PuTTY Configuration ? X

. Category:
1. O p en tO (0] | S | I ke P Utty, e nte r th e I P = S:assinn Basic options for your PuTTY session

an d SS H p 0 rt Of th e server _ Teminal Specify the destination you want to connect to

- Kevboard LaEE Sort
Beﬁma 172.28.80.200 [k |

2. After opening, enter the SSH login - Features Connection type:
- Window ORaw (O Teinet O Riogp @:55H | O Seal
account and password for the - Appearance

- Behaviour

Load, save or delete a stored session

Saved Sessions

server - Translation | ‘

- Selection

- Colours Default Settings Load

3. Enter the “/home/sbc/bin/cli”, = Compecton
oee Save

u ” H - Proy
trace all” commands in sequence o =

- Rlagin

to track the log 4. S5H

Close window on ext:
(O Mways (O Never (8 Onl on clean exit

About Help Cpen Cancel
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Capture

e SBC1000/SBC3000Pro

1. Click on Maintenance - Capture
On demand or default configuration, click Start

Reproduce the problem

> W N

Click Stop&Download to stop packet capture
and download files

Server Type

Filter Group
Type

Port Range
IPVA/IPVE
Source IP

Destination IP/Domain

Transport

Time

File Max Size

Local Server

Customization value
1 ~ | 65535

IPV4

FETCF PEUDP PRICMP PEARP

=]
20

DINSTAR

~ | Delete

L

min

ME

Note! 1.Click the Add button to add filtering group. You can set filtering rule for each group.
2.After selecting MFU, the corresponding port range will be configured hy default.
2.When the set time expires, packet capturing will automatically stop.



Ca pture DINSTAR

e SBC8000

t T 3
« PO L :
|§ 7 rm 6 7
@ (ssH client, erver and networking tool
5 Name Size (KB) Lastmodified  Cwner Group
2 bin.usr-s-merged 2024-02-26 root root esslon to root
Sbc8000 cannot directly capture * Lo o
cdrom 2024-08-27 root root 2
)/ F) X11-forwarding (remote display 1is forwarded through SSH)
d
o ev 2025-04-11... root root - " R . . i
2 DISPLAY (automati y set on remote server)
2 etc 2025-04-10 ... root root
H ] home 2025-04-03 ... root root » For more info, ctrl+click on help or v
packets on the web interface an bels
] lost +found 2025-02-12 ... root root
g media 2024-08-27 root root Welcome to Ubuntu .84.1 LTS (GNU/Linux 6.8.8-57-generlic x
]
= mnt 2024-08-27 oot root ) . ; helo. ub
needs to capture server network “
. 2025-04-11 " " Management: landscape.canonical.com
& proc e roo roo Support: ,,ubuntu.com,pro
root 2025-04-25 ... root root
run 2025-04-25 ... root root system information as of Fri Apr
Ort meSSa eS sbin.usr-is-merged 2024-04-03 root root
snap 2025-02-12 ... root root
srv 2024-08-27 root root
sys 2025-04-11... root root Memory
tmp 2025-04-25... root roat Swap usage
H 2024-08-27 root root processes: .
tcpdump - i network port name - " addisas Tor
pdump - i W P wW Tososia. root s Logged in:
| bin 1 2024-04-22 root root 5 for
| lib 1 2024-04-22 root root 5 for e e24:11ff: fea
. libs4 1 2024-04-23 root root e for - o - e
fl | e na I I Ie [ sbetest. peap 204 2025-04-25 ... tepdump tepdump ]
sbin 1 2024-04-22 root root
= 2 N . . lic: s is
swap.img 5 388 608 2025-02-12 ... root root Expanded Security Maintenance for Applications 1s not

139 updat can be applied immediately.
To see these additional updates run: apt list --upgr ble

Enable ESM Apps to receive additional future security updat
See https://ubuntu.com/esm or run: sudo pro status

of available updates 1s more than a week old.
for new updat run udo apt update
d to connect to https://changelogs.ubuntu.com/meta-release-1t Check your
Internet connection or proxy settin

Fri _Apr 25 :
:~# tcpdump -1 a
a link type LCINUX_SCLCZ
1 ening on any, link-type LINU> 2 nux cooked vw2J), apshot leng
th 262144 bytes
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