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Session Border Controller

Overview

Dinstar SBC provides rich SIP-based services such as safe network access, robust security, system interconnectivity, flexible session
routing & policy management, QoS, media transcoding and media processing for small-and-medium telecommunication operators.
With distributed multi-core processor, rear panel for non-blocking gigabit switching data as well as embedded Linux operating

system, the session border controller delivers high capability while achieves low power dissipation.

It is able to process up to 50,000 concurrent SIP sessions and
transcode 5,000 concurrent calls. Meanwhile, it supports dual
control boards and dual hot-swappable power supplies, and allows
encrypted sessions via TLS and SRTP. Apart form traditional codecs
like G.729, G.723, G.711 and G.726, SBC3000 also supports the
transcoding of iLBC, AMR and OPUS.
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Session Border Controller

J

Security

SIP Firewall

SIP TLS/SRTP

Anti DDoS Attack
Access Control
Topology Hiding
Endpoint Authentication
SIP Intrusion Prevention
SIP Malformed Packet

Protection

@

Interoperability

SIP Header Manipulation
SIP Message Manipulation
B2BUA

IPv4 - IPv6

Transcoding

g

Session Control

Traffic Control
Registration / Call Rate
Limiting
Flexible Routing
QoS

HA =

Resiliency WebRTC
High Availability
SIP Trunk Load Balancing

Alternative Routing

DINSTAR



Session Border Controller

SMB SBC

Enterprise SBC

Carrier SBC Software SBC

ey ige .
Unified
SBC300 SBC1000 SBC3000 SBC8000
SIP Sessions 5 to 50 50 to 500 500 to 5000 50,000
Transcoding Calls 50 200 1500 5000
Calls per Second 25/s 25/s 200/s 800/s
SIP Registrations 1,000 5,000 20,000 100,000
SIP Registrations
per second 20/s 25/s 200/s 800/s
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How to Configuration

Configuration the network

PFOWER O POWER 1
OFF [ OFF — BV =
100-240VAC 50-60HZ 100-240VAC 50-60HZ "“I"'"‘“ SiM “57

Metwork Cable

MNetwork Cable - -
c l!-l e 4
e

Switch

The SBC Admin port use static IP 192.168.11.1/24 as default.

Before access the SBC, should add IP 192.168.11.X in your PC, like 192.168.11.20.
Then access the GUI of SBC through web browser.

Note:

1. The GUI access use HTTPS

2. SBC3000 used GE1 DINSTAR



How to Configuration

Configuration the network

Calls Statistics

CPs 0 200
Peak CPS 0

Current Calls 0 2000
M cats VT
ASR LY & ] 100%

Average Successful Call Duration(s) _

MCU Status

Reset Statistics.

RPS 0 200
Peak RPS 0
Registered Users 0 10000

cPU ] 100% Memary fid 100%
Flactiipp "N T I AL 0% Tomporatune T 1000
Flash/Data 0 100%
Power 0: Power Error Power 1: Power Error
Fan 0 Fan Fault Fan 1 Fan Fault
Fan2 Fan Fault Fan 3 Fan Fault
Device Info
MFU2 MFU3 MCcu1
CPU:1% CPU:0% CPU: CPU:
# Memory:43% # Memory:41% ° Memory: o Memory:
callo callo call calk

CPU0 Temperature:68°C  CPU1  Temperafure:69°C CPUD Temperature:

CPU1 Temperature:

MFUO MFU1
CPU:1% CPU-0% cPU:
# Memory:43% # Memory:43% # Memory:
call0 callo call

CPUD Temperature:60°C  CPU1  Temperafure:57°C CPUD Temperature:

MCuU0
CPU: @ @
# Memory: @ @
Call: GE0 GE1 GE2 GE3
' 100M
CPU1 Temperature: Full Duplex

General

Device Model
Device Name
Software Version
Version Time
Device SN
Hardware SN
License Status
License Expires
Current Time
Running Time

Active-Standby Status

Calls Statistics

SBC3000
SBC3000

290 4 2psp6

2022-08-23 10:22:21 CST
9000-9001-9002-9003
5416-4F3F-0027

Walid

Permanent

2023-02-22 20:09:54
58days 00:38:53

Main Board

L B B s B e e e e e e Bt s s e
202223 0 1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20

DINSTAR



How to Configuration

Configuration logic

Draw the network logic graph

Configuration the network

Configuration the SIP trunk

Configuration the call route

Advance configuration (Options)
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How to Configuration
Graph of Register mode

Internet

172.19.10.143: 5060

Session Border Controller

196.168.3.100: 5060

196.168.3.110: 5060
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How to Configuration

Configuration the network

Network
Service or
Management
Name Port MTU Mac IPV4 Address Subnet Mask IPV4 Gateway IPV4 DNS
GED Service Port 1500 #8:bb-00-80:00-80 172.19.10.143 255,255.0.0 172.19.1.1 B S ST AT S
GE1 Service Port 1500 5:6b:00-80:00:81 192.168.3.100 255,255 2550 192.168.3.1

Open Page System>>>Network, set the network as graph, reboot to active.
GEO for Internet

GE1 for Internal

Note:
If the SBC Ethernet port does not enough, you can use the VLAN and additional switch to extend it.
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How to Configuration

Configuration the TransPort Endpoint

D
Mame

Description

Valid

Dedicated To Access Network

Interface
Transport
Port
IPv4/IPvE

Signaling DSCP

5 |1

+ GEO_UDP_5060

GEO v

UDP v
= 5060

IPV4 v

BE w

Submit Cancel

Open Page System>>>TransPort Endpoint,
add new rule, this one for monitor the
Interface GEO and SIP port 5060.

Default we use UDP, but can support to TCP
or TLS.

Note:
If it will use for outside register, should enable
the option “Dedicated To Access Network”
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How to Configuration

Configuration the TransPort Endpoint

5
? Open Page System>>>TransPort Endpoint,

-t add new rule, this one for monitor the

Description Interface GE1 and SIP port 5060.
valid Default we use UDP, but can support to TCP
Dedicated To Access Network O or TLS.
Interface GE1 ~
Transport uDP ~
Port * 5060
IPv4/IPvE IPV4 hd
signaling DSCP BE v

Submit Cancel
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How to Configuration

Configuration the TransPort Endpoint

TransPort Endpoint

Dedicated To Access

ID Mame Description Interface Port IPv4/IPvG Transport Network
1 GE0_UDP_5060 GEOD 5060 ip4 udp true
2 GE1_UDP_50860 GE1 5060 ip4 udp false
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How to Configuration

Configuration the Codec

Name = Codec_Opus
Description

Max Packetizing Time  * 60

G723 & OPUS -
G729 >|l opus_ 16k
ILBC 13K
Codec = | ILBC_15K - -
P
G722 . -
Disable Enable
Payload 106
Packetizing Time 20
Video Media Forbidden O
Penetrate MIME O

Submit Cancel

Open Page System>>>Code Profile, add a new

rule.
This one for make are Codec profile, it
included the OPUS only.
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How to Configuration
Configuration the SIP Trunk

The SBC have 3 types Trunks/Network.

4& TransPort Endpoint .
Interface for outside:

) Aocess Nemd: Access Network, this one for outside register to SBC.
# Access SIP Trunk Access SIP Trunk, this one normal Trunk between SBC and
2 e SIP Trun Access Network.
3¢Routing Profile Interface for internal.
£ Media Detection Core SIP Trunk, this one is core Trunk between SBC and Core
CDR Network.
B cod
# TLS Configuration
Q4ctive And Stan
€ Recording configurat

Advanced W

DINSTAR



How to Configuration
Configuration the SIP Trunk

ID
Name

Description

Valid

Enable radius

media interface

TransPort Endpoint

Codec
DTMF Priority

DTMF

= [1
= GE0_REG

outside register to SBC GEO

O

Open Page System>>>Access Network, add a
new rule.

This one for make are interface for outside
register to SBC, like Xlite/IPPhone.

GED

GE0_UDP_5060

For the Xlite/IPPhone, the SIP server IP is
SBC's IP of GEO
And this trunk will use OPUS only.

IP Range

Subnet Mask

Codec_Opus

local

RFC2833

RFC2833

=101

Advanced W

Save Cancel
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How to Configuration
Configuration the SIP Trunk

ID
Name

Description

Valid

Enable radius

media interface
TransPort Endpoint
Codec

DTMF Priority

DTMF

Trunk Mode

Remote IP :Port

= (1

+ Trunk_GE1_IPPBX

(]

GE1

GE1_UDP_5060

default

local

RFC2833

RFC2833 * 101

Static

=1 192.168.3.110:5060

Open Page System>>>Core SIP Trunk, add a
new rule.

This one for make are Trunk from SBC to
IPPBX.

The TransPort Endpoint choose
GE1_UDP_5060

The Remote IP:port input IPPBX's IP and port
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How to Configuration

Configuration the call route

Priority
Description

Valid

dtmf Negotiate

Passthrough 183 response without sdp
Whether recording

Media Payload Value Adaptation

Condition

Number Profile
Caller Username
Callee Username

Time Profile
Caller SIP URL
Callee SIP URL

Source

SIP Methods
Request URI

The source of ring back tone

Destination

* 1023

Outside2IPPEX

O

Normal(2833&rtp) -
v
v

Accass Network ~|T

1<GE0_REG> -
remote -
Core SIP Trunk v

[ 1<Trunk_cE1_PPBX>

Open Page System>>>Routing
Profile>>>>CallRouting, add a new rule:

The Source choose Access Network “GEO_GE”
The Destination choose Core SIP Trunk
“Trunk_GE1_IPPBX"

This one for make are route from Outside to
IPPBX.

All Register/call hit SBC's GEO and port 5060
(172.19.10.143:5060) , will out from
GE1(192.168.3.100:5060) and forward to
IPPBX (192.168.3.110:5060)
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How to Configuration

Configuration the call route

Description IPPBEX20utside
Valid
dtmf Negotiate
Passthrough 183 response without sdp
Whether recording O
Media Payload Value Adaptation Normal(2833&rtp)
Condition

Number Profile

Caller Username

Callee Username

Time Profile
Caller SIP URL
Callee SIP URL
Source Core SIP Trunk
1<Trunk_GE1_IPPBX>
SIP Methods
Request URI
The source of ring back tone remaote
Destination Access Network

1<GE0_REG>

Open Page System>>>Routing
Profile>>>>CallRouting, add a new rule:
The Source choose Core SIP Trunk
“Trunk_GE1_IPPBX"

The Destination choose Access Network
“GEO_GE"

This one for make are route from IPPBX to
Outside, like Xlite/IPPhone.

If a call from IPPBX (192.168.3.110:5060) hit
SBC’s GE1 and port 5060
(192.168.3.100:5060), it will out from
GE0(172.19.10.143:5060) to outside.
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How to Configuration
Graph of Trunk mode

IMS DID: 7551000-7551099 172.16.0.8: 2080 8.134.39.212: 5060 IMS DOD: 7392000-7392099
IM5 Register 1D: 7551000 Codec: AMR

Password: 12345678
Codec: Opus

172.19.10.143: 5060

196.168.3.100: 5060
Session Border Controller

CG.:]H 7

196.168.3.110: 5060
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How to Configuration

Configuration the network

Network
Service or
Management
Name Port MTU Mac IPV4 Address Subnet Mask
GED Service Port 1500 18:bb:00:80:00:80 172.19.10.143 255.255.0.0
GE1 Service Port 1500 8:bb:00:80:00:81 192.168.3.100 255.255.255.0

Open Page System>>>Network, set the network as graph, reboot to active.
GEO for External
GE1 for Internal

Note:
Some IMS request using VLAN, we can add the network for VLAN also.

IPV4 Gateway

172.19.1.1

192.168.3.1

IPV4 DNS

8.8.8.8M114.114.114.1
14
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How to Configuration
Configuration the TransPort Endpoint

D x| 1 o -2

Name + GE0_UDP_5060 Name = GE1_UDP_5060

Description Description

Valid Valid

Dedicated To Access Network O Dedicated To Access Network O
Interface GEO v Interface GE1 )
Transport UDP v Transport UDP v

Port = 5060 Port = 5060

IPv4/IPvE IPV4 - IPv4/IPvE IPV4 R
Signaling DSCP BE v Signaling DSCP BE v

Open Page System>>>TransPort Endpoint, add two rules:
The GEO will used for IMS

The GE1will used for IPPBX

Default using UDP, for some IMS, it request use TCP or TLS.
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How to Configuration

Configuration the TransPort Endpoint

TransPort Endpoint

Dedicated To Access

[} Name Description Interface Port IPv4/IPvE Transport Network
1 GEO_UDP_5060 GEO0 5060 ip4 udp falze
2 GE1_UDP_5060 GE1 5060 ip4 udp falze
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How to Configuration

Configuration the Codec

Name
Description

Max Packetizing Time

Codec

Payload

Packetizing Time

Video Media Forbidden

Penetrate MIME

= | Codec_Opus

= 60

G723
G729
ILBC_13K

= | ILBC_15K

AMR
G722

Disable
106
20

O
O

Name
Description

Max Packetizing Time

- OPUS B
»| opus_1ex | [ -]
Codec
Enable
Payload

Packetizing Time

Video Media Forbidden
Penetrate MIME

Submit Cancel

* Codec_AMR

= |60

PCMA - AMR -

PCMU

G723

- G729

ILBC_13K
ILEC_15K -

Disable Enable
100
20

O
O

Submit Cancel

Open Page System>>>Code Profile, add two new rules.
One choose OPUS, another choose AMR.
Different IMS using different codec.
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How to Configuration

Configuration the Access SIP Trunk

ID
Name

Description

Valid

Enable radius

media interface
TransPort Endpoint
Codec

DTMF Priority

DTMF

Trunk Mode

Remote IP :Port

=1

+ Trunk_IMS_172

* |172.16.0.8:2080

O
GEO v
GEO0_UDP_5060 v
Codec_Opus ~
local -
RFC2833 hd
RFC2833 * 101
Static b

Advanced W+

Submit Cancel

Open Page System>>>Access SIP Trunk, add a
new turnk.

This one for make are trunk with IMS_172, the
remote IP: port input the target IMS
information 172.16.0.8:2080

And this trunk will use OPUS only.
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How to Configuration
Configuration the Access SIP Trunk

Registration
Username s 7551000

Authentication ID* 7651000
Password b @

Registered Interval 1gqq

Timeout 1
coefficient =

The Trunk to IMS_172 should registered with sip account 7551000
Click the advanced,
Enable the option “Registration”, input the SIP account information.

Note: the Registered Interval should changed to 1800, mostly IMS had limited of this.
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How to Configuration

Configuration the Access SIP Trunk

ID
MName

Description

Valid

Enable radius

media interface
TransPort Endpoint
Codec

DTMF Priority

DTMF

Trunk Mode

Remote IP :Port

5 ||

* Trunk_IMS_8

O

GED
GEO_UDP_5060
Codec AMR
local

RFC2833

RFC2833 101

Static

* |8.134.39.212:5060

Submit Cancel

Advanced

b

Open Page System>>>Access SIP Trunk, add a
new turnk.

This one for make are trunk with IMS_8, the
remote IP: port input the target IMS
information 8.134.39.212:5060

And this trunk will use AMR only.
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How to Configuration

Configuration the Access SIP Trunk

Access SIP Trunk

D Name Description TransPort Endpoint Codec Peer IP
1 Trunk_IMS_172 GE0_UDP_5060 Codec_Opus 172.16.0.8:2080
2 Trunk_IMS_8 GEO0_UDP_5060 Codec_AMR 8.134.39.212:5060
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How to Configuration
Configuration the Core SIP Trunk

ID
Name

Description

Valid

Enable radius

media interface
TransPort Endpoint
Codec

DTMF Priority

DTMF

Trunk Mode

Remote IP :Port

= (1

+ Trunk_GE1_IPPBX

(]

The TransPort Endpoint choose
GE1_UDP_5060

GE1

GE1_UDP_5060

The Remote IP:port input IPPBX’s
192.168.3.110:5060

default

local

RFC2833

RFC2833 * 101

Static

=1 192.168.3.110:5060

Open Page System>>>Core SIP Trunk, add a
new rule.
This one for make are Trunk from SBC to
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How to Configuration
Check the SIP Trunk Status

DINSTAR S B C Overview Service Security System  Maintenance

Access Trunk Status
# System Status

@ Access Network Status

Name Status CPS
# Access Trunk Status
Trunk_IMS_172 true 0
«” Core Trunk Status
t, Calls Status Trunk_IMS_28 frue 0

Open Page Overviewer>>>Access Trunk Status or Core Trunks Status, we can saw the trunk
status is true or false.
If false, maybe the option not work or register failed or network issue.
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How to Configuration

Configuration the incoming call route

Description

Valid
dtmf Negotiate
Passthrough 183 response without sdp

Whether recording

Media Payload Value Adaptation

Condition

Number Profile
Caller Username
Callee Username

Time Profile
Caller SIP URL

Callee SIP URL

IMS2IPPBX

< B < <]

MNormal(2833&rtp)

Source

Access SIP Trunk

1<Trunk_IMS_172>

2<Trunk_IMS_8>

SIP Methods
Request URI

The source of ring back tone

Destination

remote

Core SIP Trunk

1<Trunk_GE1_IPPBX>

Open Page System>>>Routing Profile>>>>CallRouting,
add a new rule:

The Source choose Access SIP Trunk “Trunk_IMS_172"
and “Trunk_IMS_8"

The Destination choose Core SIP Trunk
“Trunk_GE1_IPPBX"

This one is incoming call route: make are route from
two IMSs to IPPBX.

All call hit SBC's GEO (172.19.10.143:5060) from two
IMSs , will forward to IPPBX (192.168.3.110:5060)
through interface GE1 (192.168.3.100:5060)

DINSTAR



How to Configuration

Configuration the outgoing call route

Name

Description

Caller Number
Delete Prefix
Delete Suffix

Add Prefix

Add suffix
Condition

Replacement

Callee Number

iynchronize the request-uri username

= Add_755

the caller nubmer should add 755

Support RegExp

Support RegExp

755

Support RegExp

Open Page System>>>Number Manipulation, add a
new rule:

The Add Prefix input 755.

This one mean add prefix 755 to caller number.

DINSTAR



How to Configuration

Configuration the outgoing call route

e Open Page System>>>Routing Profile>>>>CallRouting,
Description IPPEX2IMS_172 add a neW rule:
Valid

The Source choose Core SIP Trunk “Trunk_GE1_IPPBX"
The Destination choose Access SIP trunk

(<]

dtmf Negotiate
Passthrough 183 response without scp

o

Whether recording O
Media Payload Value Adaptation MNormal(2833&rtp) hd “Tru nk_l MS_1 72”
Condition The Caller Username input regular chars A10\d\d$
”l”l”“"‘*"“‘*"e — = The Number Manipulation choose “Add_755"
Caller Username »
Callee Username
Time profile v The IMS_172 have DOD 7551000-7551099, the IPPBX
celler 1P uRL side have extension 10xx.
Callee SIP URL . .
. — - So when the extension 10xx callout, it should pass the
e . IMS_172 and the caller should using 75510xx
SIP Methods
Request URI N Ote:
The source ofing backtone | remale v The Priority should input 1000, because we need this
oestination | | Acoess SIP Trunk v rule high priority than another.
1=Trunk_IMS_172> v
Outbound Manipulation Number Manipulation hd
Add_755 v
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How to Configuration

Configuration the Number Pool

Name

Description

Caller Number

+ NP_IMS_8

Set the Caller Number range for IMS&

Prefix

Start Number

End Number

73920

Callee Number

Synchronize the request-uri username

<]

Open Page System>>>Number pool, add a new rule:
The Prefix input 73920

The Start Number set to 00

The End Number set to 99

This one will set the caller number range.

If the caller number in this range already, like
7392045, pass.

If the caller number out of this range, will be replaced
are random one in this range. For example, the
original Caller is 7559999, will be changed to 73920xx
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How to Configuration

Configuration the outgoing call route

Priority = 1001

Description

Valiel

dtmf Negotiate

Passthrough 183 response without sdp
Whether recording

Media Paylead Value Adaptation
Condition

Number Prefile

Caller Username

Callee Username

Time Prefile

Caller SIP URL

Callee SIP URL

Source

SIP Methods
Request URI

The source of ring back tone

Destination

Outbound Manipulation

IPFEX2IMS_8

e

Normal{2833&rtp)

Core SIP Trunk

1<Trunk_GE1_IPPEX>

remote

Access SIP Trunk
2=Trunk_IMS_8>

Number Pool

NP_IMS_8

Open Page System>>>Routing Profile>>>>CallRouting,
add a new rule:

The Source choose Core SIP Trunk “Trunk_GE1_IPPBX"
The Destination choose Access SIP trunk
“Trunk_IMS_8"

The Outbound Manipulation choose Number Pool
and select “NP_IMS_8".

This one mean if the IPPBX send call to IMS_8, the
Caller number should in range 7392000-7392099

Note:
the Priority should input 1001, because we need this
rule low priority than before one.
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How to Configuration

Configuration the call routing

call Routing
Priority Description Condition Destination/Manipulation Rule
1000 IPPBX2IMS_172 A0S |, 1=<Trunk_GE1_IPPEX= 1=Trunk_IMS_172= f Add_755
1001 IPPBX2IMS_8 1<Trunk_GE1_IPPEX= 2<Trunk_IMS_8= / NP_IMS_3
1022 IMS2IPPBX 1=Trunk_IMS_172=2=Trunk_IMS_3&= 1=Trunk_GE1_IPPBX:=/ -

When the call from IPPBX:
If the caller number is 10xx, will out to IMS_172 and codec using OPUS, the caller replace to 7551000-7551099.
Another call to IMS_8 and codec using AMR.

If the caller number is 7392000-7392099, pass to IMS_8 directly.

If the Caller number is others, will be replaced are random number 7392000-7392099

When the call from IMS_172 and IMS_8, forward to IPPBX directly.

When the call form another IP, reject directly.
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Advance Features

Trunk Group

Type

Routing Mode

SIP Trunk Name

Capacity Allocation

SIP Trunk Name

Capacity Allocation

Backup mode
If the Capacity Allocation value same, all traffic to primary one, unless the trunk disconnect.

Core SIP Trunk Group

Backup

&<pcl=

2000

4<mtge=

500

- o

- (oo

Routing Mode

SIP Trunk Name

Weight

SIP Trunk Name

Weight

Load Balance

S<pcls

70

d=mtg=

30

If the Capacity Allocation value different, all traffic to primary one till it full

Load Balance mode

The SBC will base weight to dispatch call to different trunk, like Trunk A received 70%, other one 30%

DINSTAR



Advance Features
Number Profile

Caller Prefix The Number Profile for filter the calling/called number.
:ég Some times, the client should limited the number in router.
= You can set the prefix or whole number.
This one used in Call Route level.
Note: This one not support Regular
o
Callee Prefix

555591

e

Submit Cancel
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Advance Features
Black/While List

Whitelist Group = 2235011

Description 2235011[41-80]

Number | 223501160
Description

Number 22350114[1-9]
Description

Number 22350115[0-9]
Description

The Black/White list use for Access Trunk and Access Network level.
Limit the external register/call to SBC, decrease the heavy of SBC and IPPBX.
Note: This one not support Regular
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Advance Features

Number Pool

Caller Number

Prefix 5812

Start Number 400

End MNumber 600

The Number Pool used for Call Route.

When SBC call out, it will replace the original number to one that in number pool.
This one used for IMS that give your one SIP account and multiple DOD.
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Advance Features
SIP account

Account @ Delete All 5 Modify Al

Username Authentication 1D
+3675553936682 +8675553936682@ims.gd.chinamobile.com
+8675553936681 +8675553936681@ims.gd.chinamobile.com
+8675553936680 +8675553936680@ims.gd.chinamobile.com

Username *  +8675553936651

Authentication ID * | +8675553936681@ims.gd.chinamabile.con

Password o |le==
Registered Interval > 1800

Max Media Sessions * |1

The SIP account for poll register.

Registered Interval

1800

1800

1800

@

In the Trunk side, we can set ONE sip account only.

Some IMS give multiple SIP accounts and request register ALL.

Max Media Sessions

DINSTAR



Advance Features
SIP Header Manipulation

Operation
Name Description
userphone add user=phone
AddUser add user=phone transpori=udp
Destination ID from
Sfrom.Suri.Sparam
Suser
Action add
Value Type Value
Value user=phone

Type Condition

reguestliine

header

SIP Header Manipulation is the real core of SBC.

Target for change the SIP package.

Value

Srequest-line. 3uri Sparam._Suser

© Add

Sfrom.un.Sparam.Suser, Sto. Suri_ Sparam. Suser,5from.§

uri.gparam.giransport, to. uri. param_gtransport
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Advance Features
SIP Header Passthrough

MName = PAl

Description

SIP Header

P-Asserted-ldentity

e

Save Cancel

When the call passthrough the SBC, the INVITE is recombination.
SBC extraction the caller and callee number only.
But sometimes, we should passthrough some original field to destination, like P-Asserted-ldentify.
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Advance Features
Rate Limit

Name * default

Description default
rRps = 200
cps  * 200

Max Media Sessions = 3000

We can set the rate limit for SIP Trunk.

RPS: Max SIP Register request per seconds from remote side to this Trunk.

CPS: Max SIP Call request per seconds from remote side to to this Trunk.
Max Media Sessions: Max concurrent call in this trunk.

Note: the value should not overtop the license of SBC
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Advance Features

SIP Security
SIP Security

Priority

126

127
Priority
Description

Attacked

Detected

Endpoint source
Access endpoint
Action

Protected Time

SIP Security for protect the SBC and block the SIP attack.

Description
*~ 126
User Attack
MNumber Of Registrations
= 10

Access Network
1<re_register>
Discard

= 100

Note: For SIP level only.

min

Attacked

User Attack

IP Anti Attacking

Detected

Mumber Of
Registrations/10

Mumber Of
Registrations/10

+ Add
Action Protected Time
Drop 100/min
Drop A/min
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Troubleshooting
SSH of SBC

SSH is the common and safe way for
troubleshooting. We can SSH the SBC
through IP, the login information same of
WEB login, default is admin/admin@123#

After login the CLI, we can check the device
IP, version, and call statistic, monitor the
call, etc.

Note:

1. Only Admin port enable the SSH
authority as default.

2. SBC3000 default port is GE1
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Troubleshooting

SSH of SBC

At mostly, we use application putty.exe for troubleshooting that's light and easy to use.

&2 PuTTY Configuration 7 b4 #2 PuTTY Configuration 7
Category: Categary:
= 5:3551'0” Basic options for your PuTTY session B- S:ession Options controlling session logging
D T Lpg;_:ung Specify the destination you want to connect to & T L_oglglng Session logging:
- Termina = Temina :
... Keyboard Host Mame {or IP address) Port - Keyboard () None ) Printable output
- Bell | 192163111 | | 2 | .- Bell (®) All session output (C) 55H packets
- Features Connection type: . Features (Z) 55H packets and raw data
- Window @5SSH (O Seial (OOther: | Telnet o = Window Log file name:
~ Appearance -~ Appearance [putty_192.168.11.1Jog | | Browse..
- Behaviour Load, save or delete a stored session - Behaviour (Log o &7 41, 4D for date. 4T
. Translati ) - g file name can contain &Y, &M, &0 for date, &T for
B S:I::‘tiol:n Saved Sessions s ;:::lt.::n time, &H for host name, and &P for port number)
.... Colours | - Colours What to do ff the log file already exists:
(=~ Connection Default Settings Load - Connection O Aways averwite it .
(7)) Mways append to the end of it
. Data 192.168.11.1 e
P Save o (®) Ask the user every time
[#- S5H - 55H
- Serial . Serial Include header
;lelnet - Telnet Options specific to 55H packet logging
. Rlogin - Rlogin :
o
- SUPDUP Close window on exit: - SUPDUP Omrt lgno'.im pasziadikis
(OAways  (ONever (@ Onlyon clean exit ] Omit session data
About Help Open Cancel About Help Open Cancel

And can save the log real time to extend file.
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Troubleshooting
Console of SBC

2 PuTTY Configuration ? x

Category:
£l Session
E Te:_r:?wgr 9 Specify the destination you want to connect to
Keyboard Serial line Speed
- Bell [com || 115200
Features
= Window Connection type:
- Appearance (C)SSH (@) Serial (_)Other: |Telnet v
Behaviour
- Translation
[+ Selection
Colours
= Connection |
Data
- Proxy
[+ SSH
Serial Save
- Telnet
Riogin Delete
- SUPDUP

Basic options for your PuTTY session

Load, save or delete a stored session
Saved Sessions

Default Settings Load

Close window on exit:
(O Aways  (®Never () Onlyon clean exit

About Help Cancel

If the device can't login the though the IP, we should check it through Console port.
The console port speed is 115200 and login information same of WEB login.

After login, input command enable, you will go to the same login interface of SSH.
Note: If the SBC forgot password, the only is Flash whole device.
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Troubleshooting
Enable Mode

en go to the enable mode
shint show current network
sh ver show curent version detail

Note:

sh equal show

int equal interface

All command support abbreviation
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Troubleshooting
Enable Mode

? Quest Mark show all the support
command in list.

e
=]
=]
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Troubleshooting
Major command

show clock show system current time and running time
show call statistic show the device call statistic

Show call info show current call information

show DSP info show the device current DSP information.
show endpoint callstat show all trunk status

show register info show user register status

show device show device type and SN

show error show the log of system error

show flash show the occupy of Flash.

show board state show userboards status

show netstat show network port detail

show service show system service status

top show the process occupy status

ps show device process
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Troubleshooting
Trace log

Trace for enable the trace, it have different type:
all for print call trace, this one is using normal. For example, trace all
level for set the trace level, we have disable/emerg/alert/crit/err/warning/notice/info/debug/detail
register for set the sip register log, it have 3 parameters: User name, Access Network ID, Core Trunk ID
For example, trace register sunny 1023 *
call For set sip call log, it have 4 parameters: CallingNum, CalledNum, InboundTrunkID, OutboundTrunk ID.
For example, trace call sunny 98765 10 *
transport For set transport log, it have 6 parameters:
Transport protocol, Source IP and port, Destination IP and port, CallingNum, CalledNum, SIP model.
For example, trace transport udp 10.10.10.10:5060 20.20.20.20:5062 sunny 123456 INVITE

Note, if you forgot the parameter, you can use * to replace it.
trace call sunny 98765 10 * or trace transport udp 10.10.10.10:5060 * sunny 123456 * DINSTAR



Troubleshooting

Trace log

ada  After input the trace command completed, should go to the ADA mode that will print the log out.
No trace all For disable the tracde
exit for exit the ada mode
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Troubleshooting

Capture Call
Server Type Local Server hd
Filter Group
Type Customization value A
Port Range 1 ~ B5535
IPv4/IPvE IPV4 v
Source IP

Destination IP/Domain

Transport [JTCF FJUDP FJICMP FJARP

Time 5 min

File Max Size 20 MB

We can do capture in device GUI.
Default click the button “start” only.
If the SBC have much concurrent call, we need use IP to filer the call.
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Troubleshooting
Capture log

Log Log Management
Login Leg
Operational Log
Security Log
Log Management Level | Debug v
Log Server

Log Record

() +
O Reset Time |5 min

£ Ping

A Capture Log Export

& Regular Expression
Export

W Tracert

A\ Warning

Capture log is very useful way also.

When the SBC have high concurrent call, we prefer to do this mode for go call log.
Note:

please choose the Level to Debug
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Thank You !
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