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Foreword DINSTAR

* This document is used to introduce the basic functions of SBC,
application scenarios, basic configuration, basic maintenance.



Course Objective DINSTAR

Understanding SBC models
and interfaces

Through this course
Understand the principle

you will be able to

and scenarios of SBC

Understanding the basic

configuration of SBC
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Web Access to SBC DINSTAR

Here we use the SBC1000 connection as a case study

1. Connect the computer's Ethernet cable to the network management port of SBC
2. SetthePC'sIPto0192.168.11.x,e.g.192.168.11.3

— E1/T1—
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100-240VAC 50/60HZ 100-240VAC 50/60HZ MGMT SIM RST

Network port Management

Grounding
for service 192.168.11.1

Cable

() C) J l Network port for

Grounding Lug

AC 100-240V AC 100-240V Internet/Ethernet PC
192.168.11 . XXX



Web Access to SBC DINSTAR

3. Web access to the management port IP of the SBC using HTTPS.

4, Default username: admin password: admin@123#

DINSTAR SBC System  M: 0 0 it T e

A System Status Calls Statistics General
CPS 0 20 RPS 0 20
Q Access Network Staus Device Model SBC300
Peak CPS 0 Peak RPS 0 Devie 1t PR
evice Name -
A hacese TunleStzts Curtent Calls 0 30 Registered Users 3 2000
Software Version 2924.4pspd
JrSm— Max s P oo
Version Time 2025-05-29 15:52:11 CST
% Calls Status Device SN d1c28-0509-4004-0004
Average Successful Call Durations) S
P — Hardware SN 248117461630
MCU Status License Status Valid
& Attack List
License Expires 14days 16:56:60
@ SIP Account Status cR I 100 Hemery . oo
Current Time 2025-06-17 03.06:52
2 s Flesnlagp I 0% Tewperatre LY & Y WC | puning Tme days 155135
P FlashiData il 100% Active-Standby Status Main Board
Device Info Calls Statistics
B BrD Status 5
MFU Mcu
¥ Radius server status
4
11 Recording server status CPU%
i SIP anti-attack status 3
$ e B ® ® ® B
2
GE0 GE1 GE2 GE3 Admin
callo 100M 1000M 100M
Full Duplex Full Duplex Full Duplex 4
Slotd Temperature=“C
L e et 1 Bt b B e Bt Bt e B s vt vt v et s Bt
4 5 6 7 8 9 10111213 1415 16 17 18 19 20 21 22 23 0 1
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Setting Up Network Information DINSTAR

1. Click on System - Network

2. Select the network port to be used, configure IP address and other information
Note:

If the SBC Ethernet port does not enough, you can use the VLAN and additional switch to extend it

DINSTAR SBC Overview Service Security System  Maintenance o Pjo o e [#0 SwmcFie 8 Administrator: admin Logout @
Foys M g " MNetwork
M web Configuration M:zr:;z?ngn

Name Port MTUL Mac IPV4 Address Subnet Mask IPV4 Gateway IPV4 DNS IPV6 Address IPV6 Gateway IPVG6 DNS Priority

) Network @
GED Service Port 1500 F8 A0 3D:40:7590 172283 11 25525500 1722811 17228117 ® 20
B= Port Mapping

GE1 Service Port 1500 F2 AD3D:40:75:91 192 168 13 1 255 255 255.0

i 30
4 Static Route
20 GE2 Service Port 1500 F2:A0:3D:40:75:02 192.168.5.10 255255 255.0 i 40
© DateaTime GE3 Service Port 1500 F&:AD3D:40:75:03 192.168.15.1 255255 255.0 ] 50

N Management ... Lo anarmeanTE

3 Upgrade Admin Port 1500 F&:AD3D:40:75:04 172.28.3.10 255.255.0.0 172.28.1.1 i 100
& Backup & Restore GE3.102 Service Port 1500 172.28.3.3 255.255.0.0 i 512
& License
W certifi



Setting Up Access Control DINSTAR

1. Bydefault, enable web access permissions for the management port

2. Click on Security - Access Control, set web access permissions for other network ports

DINSTAR SBC Overview Service Security System  Maintenance 0 0 0 0) 0 sSyncFile 8 Administrator: admin L4

Access Control
4 System Security

# Access Control Web Server

¥ Security Policy

HTTPS Port | 443

> Web authentication configuration Allowed to access GED
Allowed fo access GE1
Allowed fo access GE2

Allowed to access GE3.102

0O0o0ooo

Allowed fo access GE3

Web ACL IP whitelist -~ Please configure carefully to prevent configuration errors from making it inaccessible



SIP Proxy Register Configuration DINSTAR

« Usage Scenarios

The IPPBX is on the corporate intranet and is required to accept registrations from other extensions
coming from the public network. For security reasons, extensions are not allowed to connect directly to

the IPPBX and the SBC acts as a proxy server. The logical structure is as follows:

Extension - (access network) SBC (Core SIP Trunk) - IPPBX

SIP Proxy

[ i . Enterprise Core Network
Reglstratlon user ~ | SIP Register P

&y Trunk | IPPBX |
= SERSTRI R, ug_—*-"’ucs"ver

El
Sip Service SIP Trunk é
SIP Trunk (p . ‘B

rovider \_ o




SIP Proxy Register Configuration DINSTAR

TransPort Endpoint Access Network Core SIP Trunk Call Routing

1. Click on Service - Transport Endpoint
2. Custom name o= T |
3. Select Dedicated To Access Network .
@ I::edir.ated To Access Network _I
4, Selectinterface. transport and port @ imectecs [ O£ -
7 ) Transport uDP -
5. Using the same method, uncheck the == .
Dedicated To Access Network and create et [ :

a Transport Endpoint for core SIP Trunk

DINSTAR SBC ew  Servi u lintenance Urgent Note! ! ! [ 2o o [0 smerie 2Admin

TransPort Endpoint

4& TransPort Endpoint

Dedicated To Access.

@ fccess Nefwork D Name Description Port IPv4/IPv6 Transport

# Access SIP Trunk 1 Public GEO 5060 ip4 udp true

.
«” Core SIP Trunk 2 Local GE1 5060 ipd4 udp false




SIP Proxy Register Configuration DINSTAR

TransPort Endpoint Core SIP Trunk Call Routing

1. Click on Service - Access Network

2. Custom name

3. Select mediainterface and ® - ustenar
Valid

Enable radius O

Transport Endpoint

media interface GE0 v
@ TransPort Endpoint public v
IP Range ~
Subnet Mask
Codec default -
DTMF Priority lacal ~
DTMF RFC2833 v
RFC2833 =101
Ad ed W

Submit Cancel




SIP Proxy Register Configuration DINSTAR

TransPort Endpoint Access Network Core SIP Trunk Call Routing

1. Click on Service - Core SIP Trunk

2. Custom name -
. o ® Name] ph:
3. Select mediainterface and o
M Vali
Transport Endpoint e
4, Configure the IP and port of PBX ol I = v
TransPort Endpoint Local v
Codec default w
DTMF Priority local w
DTMF RFC2833 w

RFC2833 *101

Static -
@ Remote IP:PortI * 1172.28.7.49:5060
van

Submit Cancel




SIP Proxy Register Configuration DINSTAR

TransPort Endpoint Access Network Core SIP Trunk Call Routing

1. Click on Service - Call Routing

2. Select routing source and o o
@ Access Network ~ | The destination route of register proxy r

1 M | 1=PublicNetwork= -\
destination
3. Create another outbound route
using the same method ©) (oo -

DINSTAR SBC Overview Service Securify System  Mainienance Urgent Note! 1! 28 519 20 nD 0 SyncFile 2 Administrator: admin Logout @ Language:‘

. The configurations has been applied successfully.
£ TransPort Endpoint
Q@ Accass Natrork Call Routing oy

# Access SIP Trunk Priority Description Condition

Destination/Manipulation Rule

s
1<PublicNetwork= / -
T=phy= /-
SIP Trunk Group . -
Call Routing 1010 o<tifuwugi> -

" Core SIP Tunk 1008 T<phy>

>3Rauting Profile 1009 1<Publichetwork>




SIP Trunk Configuration DINSTAR

* Usage Scenarios

The SBC connect a SIP trunk to an external SIP service provider through an access trunk.
The SBC connects to the Intranet server through SIP trunk on the LAN and core trunk is

configured on the SBC

SIP Proxy

Registration A Enterprise Core Network
user » SIP Register .

-~ SBC Trunk IPPBX
~ e nier —~
- e L, G e—— - > | UC Server —(PSTNS

SIP Trunk Sip Service SIP Trunk GEO G661 | |
y rovider \ = é

-




SIP Trunk Configuration

TransPort Endpoint Access SIP Trunk

> W e

Click on Service - Transport Endpoint
Custom name

Selectinterface. transport and port

Using the same method, create a Transport
Endpoint for GE1

TransPort Endpoint

Core SIP Trunk

Name

Public

Local

GE0_5070

Description

Interface

GED

Call Routing

D * 13
- GEO_5070
Description
valid
Dedicated To Access Network O
Interface GEO
@ Transport uop
SRTP
Port | 5070
IPv4/IPvé IPV4
Signaling DSCP BE

Port

5060

GE1

GED

5060

5070

IPvilPve

[0

i

M

Save Cancel

Transport

udp

udp

udp

Dedicated To Access
Network

frue

false

false

v

~
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SIP Trunk Configuration DINSTAR

TransPort Endpoint Access SIP Trunk Core SIP Trunk Call Routing

1. Click on Service - Access SIP Trunk

2. Custom name

‘
@l - s

Valid
Enable radius O

3. Select media interface and Transport
Endpoint
4, Configure the IP and port of SIP

GE1

Local

Codec default

Service provider

DTMF Priority local

< < < < <

DTMF RFC2833

RFC2833 * 101

Trunk Mode Static v
@ Remote IP:Port | * 172.2851.105:20900

Save Cancel




SIP Trunk Configuration DINSTAR

TransPort Endpoint Access SIP Trunk Core SIP Trunk Call Routing

1. Click on Service - Core SIP Trunk

2. Custom name

3. Select mediainterface and
Transport Endpoint

4, Configure the IP and port of PBX

GE0

GE0_5070

default

DTMF Priority local

< < < < <

DTMF RFC2833

RFC2833 RETiT!

Trunk Mode Static v

® - e

Save Cancel




SIP Trunk Configuration DINSTAR

TransPort Endpoint Access SIP Trunk Core SIP Trunk Call Routing

Overview  Service  Security  System  Maintenance Urgent Note! ! ! 2B QFIQ 0 nn Bﬂ sycFie  § Administrator : admin  Logout @ languagz‘

1. Click on Service - Call Routing
$ TransFort Endooint Call Routing

Prioril Description Condition Destination/Manipulation Rule
@ Acosss Network y 4 ’

1008 _ Tpbx> T<gervice» |
1009 - Tesenice> 7<pbe>!
>3Roufing Profile 1010 SR deskou=-

SIP Trunk/service s

2. outbound Routing: source -- Core

# Access SIP Trunk

SIP Trunk/ pbx, destination-- Access

 Core SIP Trunk

3. outbound Routing: source -- Access
SIP Trunk/service, destination--
Core SIP Trunk/ pbx



IMS Configuration

« Usage Scenarios

SBC supports adding SIP accounts to register with
the IMS core network as outgoing landing lines (by
adding access trunk and binding IMS account
registration).

Call center system such as the IPPBX create SIP
trunk to SBC

Call center sends an outbound call to the SBC and

SBC selects IMS account to make an outbound call.

Call Center

DINSTAR



IMS Configuration

Access SIP

TransPort SIP
Endpoint Account Trunk

> Wb

Click on Service - Transport Endpoint

Custom name

Select interface. transport and port

Using the same method, create a Transport

Endpoint for GE1

Core SIP

TransPort Endpoint

] Name Description Interface Port IPv4IPvG

1 Public GEO 5060 4

1 Local GE 5060 M

3 GE0_S070 GE0 5070 [}

DINSTAR
Outbound Inbound
Trunk Routing Routing
ID * 13
* GE0_5070
Description
Valid
Dedicated To Access Network O
Interface GED v
@ Transport uDP v
SRTP 0
Port 1 5070
|Pvd/IPvé IPV4 (3
Signaling DSCP BE v

Save Cancel

Dedicated To Access
Transport Network
ufp g
udp false

udp false




IMS Configuration
TransPort Access SIP Core SIP
Endpoint Trunk Trunk

1. Click on Service - Sip Account

2. Custom name, Fill in registration flow control

3. Click'add' to add IMS accounts, and fill in the
username, authentication ID, and password

according to the data provided by the operator

Username * +865987506740

@ Authentication ID * +865987506740@ims fi chinamobile com

Password = e =g

Registered Interval = 1800

Max Media Sessions =11

Start Number =11
Increment =1
Number of SIP Accounts = &

Submit Cancel

Note: If you want to add SIP accoun| ts by batch, you can use the variable symbol $1 to fill in the fields of "Username”
‘Authentication ID" "Password’

Rule: Except $1, all other characters filled in the fields of "Username’ "Ay i { | 1= " will remain
unchanged. $1 will vary based on the configured start number, step and number of SIP accounts

Example: if you want to batch add SIP accoun ts from 10001000 to 10003000, you can enter 100081 in the fields of "Username’
‘Authentication ID" "Password’1000 in the 'Start Number' filed, 1 in the 'Step’ field and 3000 in the Number of SIP
Accoun its

Outbound
Routing

Inbound

Routing

@

Name  * |ims
Description
Flow Count " 60
Unit Time for Flow Control = | 60
Note:

t @ Delete All g Modify All

Username

+865987506740

Authentication ID

+865987506740@ims fi.chinamobile.com

DINSTAR

(Total number of accountsiflow control number) * flow control unit time < 50%~90% of the registration cycle.

Otherwise, sol

me users aren't registered, and the flow control enly applies to register messat

Registered Interval

1800

Max Media Sessions

1

ge.

o[
(o1
:




IMS Configuration DINSTAR
TransPort SIP Access SIP Core SIP Outbound Inbound
Endpoint Account Trunk Trunk Routing Routing

1. Click on Service - Access SIP Trunk
2. Custom name

3. Select TransPort Endpoint and media

interface .
4. Fillin the proxy registration IP address and Ry :

port provided by the operator == .

. @ = | 172.27.10.10:5060

5. Select SIP account and matching mode -

Fill in the remote server domain provided S

by the operator AN Z

@ e N:r:lsching Mode Polling - -
@ | Remote server Domain | ims fi_.chinamobile com| [ |

Access ACL table




IMS Configuration DINSTAR

TransPort SIP Access

Outbound Inbound
Endpoint Account SIP Trunk Routing Routing

1. Click on Service - Core SIP Trunk

2. Custom name

3. Select media interface and
Transport Endpoint

4, Configure the IP and port of PBX

GEQ

GEO0_5070

default

DTMF Priority local

¢l ¢]le]le]| ¢

DTMF RFC2833

RFC2833 101

Trunk Mode Static v

@ Remote IP :Port | * | 172.28.7.49:5060

Save Cancel




IMS Configuration DINSTAR
TransPort SIP Access Core SIP Outbound Inbound
Endpoint Account SIP Trunk Trunk Routing Routing

1. Click on Service - Call Routing

Callee SIP URL

@ Core SIP Trunk ~
[7<poe -]

2. Selectrouting source is Core SIP
Trunk/pbx

3. Select destination is Access SIP o e [ )
Trunk/ims (@) s -

4, Select remote domain S — g
5. Selectremote domain ® e =
Select remote domain ® i =

© Comrmss) | mmioman 5

e e .




IMS Configuration DINSTAR

TransPort SIP Access Core SIP Outbound Inbound
Endpoint Account SIP Trunk Trunk Routing Routing

Number Profile v

1. Click on Service - Call Routing

Caller Username

Callee Username

2. Selectrouting source is Access SIP

Time Profile v
Tru n k/l mS Caller SIP URL
3. Select destination is Core SIP calle 1P URL
Access SIP Trunk v
Trunk/pbx (s =
SIP Methods
Request URI
The source of ring back tone remote v
Destination Core SIP Trunk v
: T<pbx>
Outbound Manipulation v

SIP Header Passthrough v
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El Get Network Capture

@ Getting The Log
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SBC Basic Maintenance

* Get Network Capture

1. Click on Maintenance - Capture
2. Click Start
3. Reproduce the problem, click

Stop& Download after reproducing

DINSTAR SBC

Blog
O Reset
& Ping
% Tracert
/# Capture
—
& Regular Expression
A Waming
=+ SNMP configuration
& DRP configuration
& NMS service configuration
£ Signal Track configuration
% Hardware Examination

& WebRTC

Overview  Service

Capture

o
c

DINSTAR SBC

Capture

Security

O =g

System

Maintenance

Server Type

Filter Group
Type

Port Range
IPv4/IPvé
Source IP

Destination IP/Demain

Transport

Time

File Max Size

Note:

DINSTAR

Local Server v

o [ouee

Customization value
1 ~ 65535

IPV4 -

EGTCP [UDP [ICMP EARP

5 min

20 MB

Start Stop & Download

1.Click the Add button to add filtering group. You can set filtering rule for each
group.

2.After selecting MFU, the corresponding port range will be configured by
default.

3.When the set time expires, packet capturing will automatically stop.
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* Getting The Log

DINSTAR SBC Overview Service Security System  Maintenance 0 OZ 0 00 ﬂl Sync File 8 Administrator : rambo

1. Click on Maintenance - Log -

Log Management

Log Management B Log
H . Loghn L.Og Log Record

2. Level selection debug and click e ?

Sta rt Log Management Level  Debug v

Log Server
. @) Rese . .
3. Reproduce the problem, click e Time |5 min
. & Ping
Export after reproducing Start

W Tracert

& Regular
Expression

# Capture Log Export

Export



Summa ry DINSTAR

* This course we already learn:
o Understanding the SBC interface
o Understand the basic connection of SBC
o Understand the application scenarios of SBC

o Understand the basic configuration of SBC
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